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Unit serves the unincorporated areas of our community, with a
focus on investigating scams, financial fraud, forgery, among other
crimes. Comprised of four detectives and asergeant, the team
contains several Certified Fraud Examiners, an AntiMoney
Laundering Specialist, as well as a federally crossertified
Detective who is our liaison to the Federal Fraud Task Force.

You can contact this unit via email at fraud@sheriff.pima.gov or via
telephone at (520) 351-3000
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The Sheriff's Auxiliary Volunteers (SAVS) are a nationally
recognized, awardwinning organization comprised entirely of
volunteer citizens. The SAVs support residents of Pima County
living in unincorporated areas encompassing 9,241 square miles
in Tucson, Green Valley and Ajo.

The Pima County Sheriff's Department SAV members perform a
number of important tasks vital to the overall mission of the
? | X3 ¥ z @z & X3 J 384 X e YR A| XX
Prevention, Neighborhood Watch, Field Operations and
Emergency Response, Administration, Fingerprinting, Specia
Activities, and Recruiting and Training.

Al X ;2 JISE. A o ouh Tl il 7 AE
trained individuals who represent the Department in an
extraordinary manner. Since 1982, this nonprofit volunteer

organization has provided over 1 million hours of service to the
community. The SAVs extensive contributions make them a vital
part of our efforts to enhance the quality of life within the

community we serve.
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The Federal Trade Commission (FTC
has logged data related to consumer
fraud for over a decade. In the last
five years, a seismic shift has
occurred. The number of fraud cases
has dropped drastically from their
post-covid peak in 2021 at 6.1
a b b - K« 3 X ° _ 3 0 ° W
2.6 million by 2023.

Despite this massive drop in cases,
the amount of financial loss has
skyrocketed. Scammers did not stop
they simply became more efficient,
taking more money with much less
effort.
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It iIs a common misconception that
victims are all elderly. In fact, a plurality
of cases that are reported target
younger folks. The likely reason older
folks are most commonly perceived as

All Others

victims has more to do with the amount | 6 J1
of money lost, not so much the Age 70-79
frequency.
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Older scam victims tend to be retired - A« Z X X

and have spent their lives accumulating 3 X ° - 309n¥ar- « X
a large amount of capital. The accessto >3 JAT @
these funds is actually the difference L )

maker, as when older folks become © | J & T X3 Y‘: X
scam victims, they are losing a lot more %
money than younger people.
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$2.668 BILLION REPORTED LOST $800 MEDIAN LOSS
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What Makes Pima County Unique?

You have likely heard it a million times before, but Arizona is a
great state for retirees. The warm winter weather and tight -knit

communities make Southern Arizona extremely attractive to

Zz  «-CM 3T~ 7z J° ° | Xlgmown bodEk. These?
seasonal residents tend to be older, and that larger demographic
Is what makes Pima County a hotbed for fraud. With high

educational attainment via our science, defense and technology
driven economy, there are a lot of financially seaure people that

call Pima County home. These high numbers make the frequency
of fraud attempts much more common, and it is the combination

of all these factors that make Pima County ripe for these types of

crimes.
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Pima County is an extremely beautiful and diverse
place. None of us would be taken aback by seeing
the folks pictured out on the town. We would not
blame you if you recognized these faces orbelieved
you have seen these people before. You might even
think you know some of them.

Unfortunately, you would be wrong.

As realistic as these faces look, every single one of
them was created with artificial intelligence (A.l.)
algorithms. These computer and mathbased
Instructions are just starting to work their way to the
public, and have become easilyaccessible to us all.

The advent of facial creation algorithms has amazing
applications for large sectors of our economy. In
computer focused fields Ilike video games
development, film production, and other creative
sectors, these technologies can have a very positive
iImpact on many industries. Like most good things
however, once these technologies get into the
wrong hands, they can be used for nefarious

[9]
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Faces are one thing, but the artificial intelligence you may be
most familiar with are the services that can output human-like
text with very little informational input. In the past, writing
resumes, stories, film scripts, class reports and many other
expository ventures, were oftentimes consuming and
exhausting. Today, writing these complex pieces is as simple a
typing in a simple request to your Al service.

Computers are now capable of outputting text which apjaes
to have been written by a real person, with the generated te
appearing in seconds.

? X3 E NX~ K | X 8° X« . Z7 $]J
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provide a whole host of useful features that may yield amazing
benefits for large sectors of our society. Once similar services
enter the wrong hands however, they can be used to create
anything from fake backstories for dating profiles, to essentially
anything that scammers can think d. The high-quality nature of

the generated texts means that scams have a strongel
appearance of realism. Gone are the days of emails with large
swaths of misspelled words that helped us easily identify scam
attempts. Modern scams can appear professional ad of a high

guality, making them difficult to spot and often indistinguishable

from real human produced text.
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The goal for these scammers has always been the same: fin
efficient methods to communicate with potential victims and steal
their money.

Artificial Intelligence (A.l.) systems havesimply assisted them at
being more efficient. Scammers must no longer steal real® X - °
Images to make fake accounts, they can simply create new people
instead. These types of services make detection difficult and can
result in a more realistic scam expeaience for victims.

Many of the services above have done well to curb the misuse of
A.l. images and text on their services. Unfortunately, not every
service is able to stop them 100%. Recognition of this is important
because the individuals that slip through the cracks may be able
to misuse these services to exploit your hard-earned money.
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Receiving a phone call from a
spoofed phone number is bad
enough, but what if when you
picked up the call or listened to the
voicemail the caller left, you heard a
voice that you recognized?

Wl

e

1

Sometimes, the person on the other end of the line is not the
person we believe they are. Unfortunately, the technology
exists to now reproduce someM- TE XK~ XZ~ £

Welcome to voice cloning, a new way to make crimes even
more realistic.

By simply feeding these voice cloning algorithms some sample
audio, scammers can make a version of a voice say anythin
they want, with realistic tones, cadence, and accurate sound.
They can do this even though the person never uttered any of
the words!

.2 Jz «X zX°%2°% «wz J NJIJKK <23 -2
hearing a voicemail from them telling you they need help and
to send money urgently. You may believe this level of realism,
and scammers knowit.

Now that you are aware of the technology such as phone
spoofing, fake faces, fake stories, fake social media applications
J«T A NX NHK- « «wzw oz~ o ax
in Pima County, and what role these pieces of technology play
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